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Abstract of the contribution:
This pCR proposes to add a test case on the uniqueness of the Charging ID requirement deriving from the 3GPP specifications TS 32.251.
1. Discussion
According to TS 32.251, every IP-CAN bearer shall be assigned a unique identity number for billing purposes. (i.e. the Charging Id).

Consequently, this pCR introduces a test case in the TS 33.250 to verify that the Charging ID Information Element provided by the P-GW in the Bearer Contexts Created of the CreateSessionResponse message is unique. 
2. Proposal

4.2.2. Security functional requirements on the PGW deriving from 3GPP specifications and related test cases

 Editor’s Note: This clause will document security functional requirements on the PGW deriving from 3GPP specifications and related test cases.
4.2.2.1
Security functional requirements on the PGW deriving from 3GPP specifications – General approach
Editor’s Note: This clause will document Security functional requirements on the PGW deriving from 3GPP specifications and related test cases. 
First Change

4.2.2.X Charging ID Uniqueness
Requirement Name: Charging ID Uniqueness
Requirement Reference: TBA 

Requirement Description: "Every IP-CAN bearer shall be assigned a unique identity number for billing purposes. (i.e. the Charging Id)" as specified in 3GPP TS 32.251, clause 5.1.1.

Threat References: TBA

Security Objective References: TBA

Test Case: 

Purpose:

Verify that the Charging ID value set in the Information Element Bearer Context within a CreateSessionResponse is unique. 

Pre-Conditions:

Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated. 
The tester is able to trace traffic between the P-GW and the S-GW (real or simulated)
The vendor details how the Charging ID uniqueness is enforced.
Execution Step
1. The tester intercepts the traffic between the P-GW and the S-GW.
2. The tester trigger more than one (e.g. at least 10) consecutive CreateSessionRequest for an Initial UE Attach towards the P-GW (using a real or a simulated S-GW) in order to setup a new IP-CAN bearer.
3. The P-GW creates a UE/S-GW context and communicates with the PCRF (real or simulated) for QOS and APN resolve. That procedures shall be successfully in order to permit to the P-GW to send back to the S-GW a CreateSessionResponse containing at least :

a. A Success cause.

b. The P-GW’s F-TEID for control plane 
c. The PDN Address Allocation (PAA) 

d. A Bearer Contexts Created. 
4. The tester verifies that the Charging ID within Bearer Contexts Created in each generated CreateSessionResponse are different.
Expected Results:

The Charging ID assigned to every IP-CAN bearer requested by different CreateSessionRequest is unique.
Expected format of evidence:

Files containing the triggered GTP messages (e.g. pcap trace).
End of Change
